
ALWAYS UPDATE TAILS ASAP! If you can't automatically update, you'll need two USB 
sticks. Follow thsese instructions:  

Windows:
https://tails.boum.org/install/win/usb/overview/index.en.html

Mac:
https://tails.boum.org/install/mac/usb/overview/index.en.html

Linux:
https://tails.boum.org/install/linux/usb/overview/index.en.html

Check out the official tutorials/documentation!
(Online) https://tails.boum.org/doc/index.en.html
(Offline from tails) file:///usr/share/doc/tails/website/doc.en.html

Getting started!

Persistence: this will create an partition (section) on your Tails USB to store files!
(Online) https://tails.boum.org/install/clone/index.en.html#create-persistence
(Offline from Tails) file:///usr/share/doc/tails/website/install/clone.en.html#create-persistence

https://tails.boum.org/install/win/usb/overview/index.en.html
file:///media/usr/share/doc/tails/website/install/clone.en.html#create-persistence
https://tails.boum.org/install/linux/usb/overview/index.en.html
https://tails.boum.org/install/mac/usb/overview/index.en.html
https://tails.boum.org/install/clone/index.en.html#create-persistence
file:///media/usr/share/doc/tails/website/doc.en.html
https://tails.boum.org/doc/index.en.html




Tails and Tor Browser:
Connecting to Wi-Fi:



Security Settings:
Make sure every time you start up the Tor Browser you:

Javascript:
If a website is acting differently than you expect (windows aren't popping up, images aren't loading,
you aren't able to post something or login, etc.), you'll need to turn on Javascript for that website:

1) Click the "S" with the red slash through it (upper left by green onion)
2) Click "Temporarily allow all this page"
3) Refresh page

“Tor hidden services” aka “.onion” websites 
source: http://nzh3fv6jc6jskki3.onion/en/security/network-security/tor#riseups-tor-hidden-services

facebook.com: facebookcorewwwi.onion (needs javascript on and "Medium" security setting 
on the Tor Browser security slider)

mail.riseup.net:     zsolxunfmbfuq7wf.onion
pad.riseup.net:      5jp7xtmox6jyoqd5.onion
share.riseup.net:   6zc6sejeho3fwrd4.onion
account.riseup.net: j6uhdvbhz74oefxf.onion
we.riseup.net:         7lvd7fa5yfbdqaii.onion    (“Crabgrass”)
help.riseup.net:     nzh3fv6jc6jskki3.onion



Useful Tails Applications and Info:

Screenshots in tails: Applications>Utilities>Screenshot

Textpad in tails: Applications>Accessories>Gedit

“New Identity” function: In Tor Browser if you need to connect to a website from a different 
location: 
-Click the Green Onion
-Click “New Identity”

Crabgrass:
To access Crabgrass aka we.riseup.net:

7lvd7fa5yfbdqaii.onion 

(this is what the website URL looks like...note the ".onion" NOT ".com"...this type of website is 
only accessible via Tor Browser)

Every time you access the Crabgrass hidden service (.onion address) your browser will warn you 
that “Your connection is not secure”.  Your  browser might also use words such as "untrusted", "not 
private", "privacy error" or "unknown issuer/authority". Telling your browser that you are aware of 
this might involve pressing buttons such as "I understand the Risks", "proceed to ... (unsafe)" or 
"Add exception".



Uploading files/pictures to Crabgrass from Tails:

Since Tails is built for security, the Tor Browser only has access to the Home>Tor Browser folder 
(note: NOT the Persistence>Tor Browser folder)

To upload any file to the Internet, you'll most likely need to turn Javascript on. Then copy the file 
to the Home>Tor Browser folder! Then you can upload!




